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A good firewall is always the first line of defense against attack. And trust us, you 
have to have one if you're connected to the Internet by any method, be it 
wireless, broadband, or rinky-dink modem. 

While many security threats can be prevented with good behavior and 
common sense, such tactics won't ward off TCP/IP based attacks. That's 
because, like it or not, every IP address is bombarded, constantly, with 
automated attacks hoping to turn your computer into a zombified mess. Hordes 
of infected computers (possibly numbering in the millions) do nothing but send 
out probes and active attacks to random IP addresses, day and night. At their 
most harmless, these are simple denial-of-service (DOS) attacks designed to 
crash your machine or slow down your Internet connection. At their worst, these 
probes find unprotected PCs on which to automatically install spyware and other 
malware, turning them into a major security risk and another member of the 
online zombie army! 

And yet many users dread the firewall, with its acronym-filled configuration 
screen and documentation seemingly geared toward experts. Fear not the firewall, 
dear reader. The firewall is your friend, and we're here to show you how you can 
have an expert rig deployed in mere minutes. 

 
FIREWALL OPTIONS 
The good news is that you probably already have a firewall up and running, even 
if you don't know it. You'll find a firewall in one or more of these locations: 

YOUR ROUTER  If you have any kind of networking equipment installed, it's 
probably a router, and it almost certainly has a firewall inside it, turned on by 
default. Note that your cable or DSL modem is not a router and does not have 
any security firmware. As well, a simple hub, switch, or wireless access point will 
not contain security code. 

ANY WINDOWS XP SERVICE PACK 2 COMPUTER. The Windows firewall is 
on by default, but only if you're patched to SP2. Configurability is limited, though, 
and power users will want to consider another option like: 

THIRD-PARTY FIREWALLS. If you don't have a router-based firewall, 
definitely consider investing in a firewall such as Zone Labs ZoneAlarm Pro 
(www.zonelabs.com), which you'll find far more powerful than the vanilla XP 
firewall. 

 
BASIC CONFIGURATION 
No matter what type of firewall you choose, all are painless to set up initially. 
Unlike the complicated firewalls of yore, modem 'walls are preconfigured with the 
most common set of "rules" already in place. A rule specifically allows or denies 
traffic on a certain TCP or UDP port. Firewall coders know that you're going to 
want TCP ports 80, 25, and 20 open, because you probably want access to the 
web, email, and FTP services. But what about port 1375, used by Bytex 
enterprise equipment?  Probably not. It's blocked by default. 

Installing a router or Windows firewall is literally as simple as turning it on.  
But setting up a tool like ZoneAlarm (our favorite firewall) requires a little more 
attention 

When you first install ZoneAlarm, you’ll be asked whether you want to use its 
Smart Defense Advisor, which examines incoming and outgoing traffic and 
decides whether it's malicious. ZoneAlarm can’t possibly know what network 
games you want to play or what P2P apps you prefer, so set it to Manual, which 
gives you control over what is blocked. 

After installation, you'll probably receive a number of alerts about your PC, 
including some marked as dangerous 
Don't panic. This is part of the configuration process, and many processes 
check the net frequently, such as Windows Update and antivirus tools. (See "Is 
It REALLY Dangerous?" on the previous page to learn how to tell whether an 
alert is worth worrying about.) Bottom line: If you're upgrading from the Windows 
firewall or adding to your router's security (yes, two firewalls are better than 
one), these are probably not genuine risks.  Additional alerts will pop up from 
time to time. Again, treat them on a case-by case basis. 
 

OPENING PORTS 
Now that your firewall is installed, you might want to add network-enabled 
applications, that is, apps that can accept unsolicited traffic from the Internet. 
These apps are usually servers of some sort, either web-, FTP-, or game-
related. With ZoneAlarm or the Windows Firewall, just launch the application.  An 



alert will pop up, warning you that a new app is trying to access the Internet, 
giving you the option to allow or deny the connection. Allow it, and the firewall 
will reconfigure itself.  
(Note that this pop-up is usually underneath a game screen, so if you are having 
trouble, quit the app, allow the connection, and restart the game.) 

With a router, it gets trickier, because these devices can't ask you whether the 
traffic is good or bad. This means you need to configure the router manually by 
opening the appropriate ports and pointing them to the computer on which the 
server software is running on. 

First, find out what port numbers you need open by checking the software 
settings, help files, or online documentation. Next, give your machine a static 
IP address on your network (through the Network Connections control panel 
in Windows). You should use an unused address in the range your router 
doles out, usually 192.168.0.x, where x is a number between 2 and 255. 
Make a note of the IP address you use. 
Armed with this information, configure open ports as needed. This process 

varies by router; check for tabs named Virtual Server, Firewall, or Port 
Redirection. Once located, simply enter the port numbers, the protocols used 
(UDP for games and TCP for data traffic), and the static IP address of the PC. All 
done! 
 


