
What's spyware?  
The answers vary widely, but there are five components to every spyware definition:  

• Users don't knowingly request spyware.  
• Spyware applications operate on the user's computer and have not been 

knowingly installed by the user.  
• Spyware applications monitor some or all of the invaded system's activities.  
• Spyware reports some or all monitored activities and system contents to an 

outside entity without authorization from the user.  
• Users would delete spyware if they knew it was running on their systems.  

Critical components  
Based on the list of spyware components, you can see there are three critical pieces to 
every spyware application:  

• Spyware must have some way to reach a user's system, usually by deceit.  
• Spyware embeds itself into the system and tracks some or all of the computer's 

activity.  
• Spyware must have a way to report gathered information to an outside entity.  

Because spyware applications operate on a system, they consume system resources. 
Many consider this to be theft of services. Spyware applications often degrade system 
performance and even crash systems. Most often, they silently steal system resources and 
personal information while remaining hidden. Noticeable spyware gets deleted, but most 
spyware doesn't get noticed.  

Pervasive infection  
How many users suffer from spyware? Reports vary, but the severity is high -- an 
estimated 80 percent of all personal computers are infected with at least some type of 
spyware. When one spyware application opens the door, the door stays open. The 
majority of spyware-infected systems have at least 25 parasitic applications, and many 
systems have more than 100 applications.  

Damage to users ranges from the loss of a few CPU (central processing unit) cycles to 
complete theft of all personal and financial information for use by criminals. Luckily, 
most spyware leans toward aggravating rather than felonious. But do you want to trust 
that your particular spyware is relatively benign, or do you want to get rid of all the 
spyware possible and close the cracks in your PC?  



The first step in cleansing your PC of spyware is understanding where it comes from. 
Read on.  

Because no one asks for spyware, how come so many systems are infected? Users are 
tricked into downloading spyware, that's how. In some ways, the spyware designers are 
more clever and convincing than spam and phishing designers.  

False approval  
Here's the insult to injury part of spyware: many users approve infecting their own 
systems. You click the I Agree option to a long, confusing license agreement contract 
that says, in tiny print toward the bottom, that you give approval to download and deploy 
spyware, and you're infected.  

The license agreement doesn't say "here comes the spyware," but it does mention some 
monitoring application, usually as a way to provide you with targeted information or 
advertising. Advertisers can only profile your activities, if they track your activities, they 
use spyware.  

These license agreements don't provide the information necessary to meet the legal 
challenge of informed consent, especially concerning downloaded spyware. However, 
because spyware designers are rarely caught, they care little about legal niceties.  

Cookies morph into spyware  
Every application you download that offers a way to ease your subsequent visits to the 
same Web site may use spyware. Cookies -- small files saved to your PC's hard disk by 
Web sites you've visited -- infer legitimate tracking mechanisms, and are used by 
reputable Web sites, such as name-brand retailers.  

However, the line between cookies for convenience and spyware for stealing is narrow 
and often hard to see. Vendors cross the line from cookies to spyware in two ways:  

• When they collect any information beyond your activities on the original Web site  
• When they report any information back to a third party when you're not connected 

to the originating Web site  

Cookies to remember your shopping preferences add speed and convenience to online 
purchasing. Cookies that monitor when you visit competing Web sites cross the line and 
become spyware.  

Cookies that provide your information when prompted by the Web site add convenience. 
Cookies that send messages about your system back over the Internet when you're not 
connected to the originating Web site cross the line into spyware.  



Hidden downloads  
Other spyware applications don't even pretend users agree to their deployment and hide 
the spyware download inside or after the download of a legitimate program a user 
requested. When confronted, these spyware designers claim the spyware is an integral 
part of the legitimate application downloaded. This is not true, but they don't tell the 
truth, so you shouldn't be surprised.  

Rogue peer-to-peer networks abound with spyware. After all, users illegally downloading 
copyrighted music can't really complain about illegal spyware, can they? Spyware 
designers long ago spread from the illegal file-sharing networks to every peer-to-peer 
network possible. If you frequent file-sharing networks, you'll download spyware along 
with your other files.  

Downloading files from legal download Web sites doesn't always help. Spyware 
designers embed their code in legitimate files as well, often without the knowledge of the 
hosting Web site. You can't always avoid spyware just by being careful.  

Adult content Web sites with free files and movies for download abound with spyware. 
Any movie with an EXE extension is almost certainly spyware or worse -- avoid them.  

In fact, some spyware gets downloaded when you just visit a Web site and don't actively 
download a single file. Security holes in popular Web browsers allow spyware designers 
to trigger an application download when you open the Web site's page on your browser. 
You can be careful about your viewing habits, and thereby reduce your risk of gathering 
spyware, but you must do more.  

Spyware cleaners with spyware  
The "spyware cleaners with spyware" method is worst than most. Spyware designers 
send spam or create pop-up ads, like the one shown in Figure 2-1, announcing they've 
noticed spyware activity on your system. You're then directed to a third-party Web site 
where it says free tools can help you evaluate the level of infection and even clean your 
systems and remove spyware.  

Figure 2-1: Some spam or pop-up ads claim your system is infected with spyware and 
leads you to a "cleaner" that is actually a program to infect your system with loads of 
spyware.  
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Unfortunately, the cleaner Web site checks your system and fills it with spyware as it 
announces the cleaning process is underway. File activity to your hard disk isn't due to 
the cleaning process -- it's spyware being downloaded and installed on your system.  



Naïve users leave the "cleaner" Web site feeling as if they've done the right thing for their 
systems. Some fall for this same pitch over and over, resulting in a system so full of 
spyware that it finally crashes and reveals how unclean the cleaner Web sites are.  

Spyware is a pervasive problem, so how do you know if you're infected? Read on to find 
out.  

You'll never know if you have spyware applications running on your system unless you 
actively check or the spyware drastically misbehaves. Spyware developers don't get what 
they want when you realize you have spyware, so each application places a light load on 
your system.  

Imagine you put one cinder block in your car's trunk. Would you notice the difference in 
performance, handling, and gas mileage? No. But imagine if you put two dozen or more 
cinder blocks in your trunk. You would definitely notice that difference, and fix the 
situation.  

The following sections describe five indicators your computer may have spyware on it. 
When you catch spyware quickly, you minimize your exposure and close the door before 
more spyware arrives.  

Sluggish system  
Modern computers have so much more horsepower than they need for the vast majority 
of their computing tasks that you may never notice a system slowdown. However, there 
are times you must be sensitive to how your computer normally behaves, and take 
corrective action when something alerts you there's a problem.  

Early on, you may have become suspicious when your hard drive light came on when you 
weren't actively using your computer. That's no longer a true indicator because modern 
operating systems now perform many operations in the background. Your e-mail client 
downloads files on a schedule. Your indexing program goes to work on new files. Your 
automatic backup utility copies files every 30 minutes. All of these are beneficial 
background processes and not indicators of spyware.  

There are times when you can be rightly suspicious of slowed system behavior, however. 
When your system first boots up, hanging during one section should be a clue. Slow 
response to a Web page refresh, especially when you're using a broadband connection, 
may mean spyware is uploading information to a third party.  

Turning off a system sometimes reveals spyware. If an alert appears on your screen 
describing an application that won't close, read the application name carefully. If you 
don't recognize that name, you may be infected. Once you reboot, search for the 
application name on the Web and read its description to determine if it's legitimate or 
related to spyware.  



Ads from nowhere  
Pop-up ads aren't fun, but most users understand the need for advertising revenue to keep 
their favorite Web sites up and running. However, the ads you see should always have 
some relationship to the Web site's regular content.  

If you're reading The New York Times online and an ad for herbal stimulants appears, be 
suspicious. Your company's intranet portal won't display ads about new mortgage rates. 
The homework page on your local school district's Web site shouldn't offer expensive 
corporate software for pennies on the dollar.  

These spyware-triggered ads can appear even when you're not actively browsing the 
Web. Some appear when you start your computer. If one does, especially before you start 
your Web browser, you have problems.  

Bad news: No one program can catch and eliminate all the spyware on one computer. 
You need a combination of tools -- some for screening and cleaning and some for active 
monitoring to keep your computer spyware-free  

Many users looking for help turn to Microsoft. The company has a software package 
called Windows Defender, shown in Figure 2-2, that's available as a free download from 
the Microsoft Web site. Windows Defender rids your computer of spyware already 
installed and helps keep it free from spyware thereafter.  

Other good antispyware software packages include Lavasoft Ad-Aware, Spybot - Search 
& Destroy, and Webroot Spy Sweeper. You can find these and many more spyware 
applications on Download.com. Most offer free 30-day trials so you can test drive them 
before you commit to buying anything.  

Some of the tools used to protect your system against viruses also work against spyware. 
Most importantly, a firewall that watches outgoing traffic helps identify spyware, because 
it tracks applications sending your information out over the Internet to a third party.  

If you don't have a firewall or a firewall module in your security suite software, check 
into Zone Labs ZoneAlarm and download the free personal firewall. If your computer sits 
on a company network, verify your company's router firewall has been properly 
configured for protection against spyware.  

Run some type of spyware removal software on a regular schedule -- once a day for 
maximum protection. Scanning once or twice each week works well for many people and 
offers a good balance between constantly cleaning your computer and leaving a spyware 
gate open too long on your system.  

Most software packages enable you to set up automated scans on a regular schedule, as 
shown in Figure 2-3. In this way, you can configure the scan to run at a time when you 



aren't likely to be working on your computer. In addition, scheduling ensures the software 
runs regularly and not just when you happen to remember it.  

Now that you know about a few tools that can help keep your system free of spyware, 
read on to learn about what else you can do. 

There are five ways you can stop spyware by changing your computing habits:  

• Get a firewall that blocks suspicious outgoing messages as well as incoming 
suspicious messages. The latest version of Microsoft Windows XP comes with a 
built-in firewall called, simply enough, Windows Firewall. Be sure it's enabled if 
you aren't running a third-party firewall package.  

To enable Windows Firewall, select Start > All Programs > Accessories > System 
Tools > Security Center. In Security Center, if the Firewall setting indicates OFF, click 
Windows Firewall at the bottom of the window. In the Windows Firewall dialog box, 
select On (recommended) and click OK. Figure 2-4 shows Windows Firewall enabled 
in Security Center.  

• Purchase spyware removal software, or add the spyware control module to your 
security suite.  

• Do not download files from any but the most trusted Web sites. You should 
assume that any files found on peer-to-peer networks or adult content Web sites 
will infect your system with spyware or worse.  

• Do not believe unsolicited e-mails offering free "spyware cleaning" Web sites. 
These almost always infect systems rather than clean them.  

• Get a Web browser or add-in software that blocks pop-ups. Windows Internet 
Explorer 6 has the built-in Pop-Up Blocker tool, and the Google toolbar blocks 
pop-ups for you also. Remember, active code hidden in pop-up ads spreads 
spyware.  

These activities should become second nature to you. Just as you check for oncoming 
traffic before you cross the street, you should use these safety practices every time you go 
online.  

Moving on  
In this lesson, you learned about spyware and how to prevent it. Before you move on, 
complete the assignment and take the quiz for this lesson, and then visit the Message 
Board to post questions or comments about topics in this course.  

Good luck and enjoy safe computing.  

 


