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First the good news: Antivirus software has come a long way since the 
days of ThunderBYTE and Virex. The bad news is that viruses have too, 
and they've become so wound up with Trojan horses, spyware, 
keyloggers, and other malware that there's no longer even agreement on 
what a virus is. 

Regardless of semantics, when it comes to getting rid of a virus, the 
best offense is a good defense: Install a solid antivirus application as 
soon as you set up a new PC, download all program and virus-definition 
updates, and turn on automatic updates and weekly drive scans in the 
system settings. (Trying to remember to manually update your definitions 
once a week is a headache.) 

Next, configure your settings for maximum security. Some scanners let 
you set a rough paranoia level - low, medium, or high-and the high 
security modes rarely interfere with necessary computer operations. 
Make sure you configure your scanner to check inside compressed files: 
Most viruses are now delivered within ZIP archives because Microsoft 
Outlook automatically hides executable attachments. 
 
IF YOU'RE INFECTED 
If, despite your best efforts, you become infected, virus removal can 
range from simple to nightmarish. Let your virus scanner try to clean the 
infection first, and boot into safe mode if you are having trouble running 
the app. Most antivirus programs also come with recovery CD’s, and 
these can help in cases of extreme infection. The caveat: Virus 
definitions on these CDs are invariably out of date. Symantec's recovery 
disk can use the definitions on your hard drive (If they aren't corrupted), 
but this will only work if your definitions are up to date. 

Some viruses can't be killed by off-the-shelf scanners, so you might 
have to resort to a specialized squasher, designed specifically to delete a 
certain class of virus. If you can ferret out the name of the virus you have 
(either through your antivirus software or by checking in the Task 
Manager), look online for a tool designed specifically for that infection. 
Most antivirus companies keep archives of removal tools, but these three 
are tops: 

http://securityresponse.symantec.com/ avcenter/tools.list.html 
http://www.kaspersky.com/removaltools 
http://vil.nai.com/viUaverttools.asp 
 

 On some of these sites you'll also find beta DAT files and other helpful 
infection tools, in case you have a virus that no one has heard of yet. 

If the scanner can't get it and there's no removal tool, you'll need to 
scrub the infection manually.  Usually this means booting in safe mode 
and deleting the infected files, then editing the registry to remove traces 
of the infection.  Instructions vary widely based on the virus, but a few 
minutes searching for the full name of the virus on Google will usually 
yield step-by-step instructions. 

 
Key points 
Install antivirus software as soon a humanly possible. 
Keep your definitions up to date with automatic updates 
Don’t assume that any file on your PC is automatically safe; many 

scanners won’t check it until you attempt to open the file. 
Keep bookmarks of removal tool web pages handy. 
 


