
Troubleshooting Wireless Networks 

It would be nice to say that with wireless, everything works perfect every time. Nothing 
ever breaks down, you won't ever have any difficulties, and you'll never feel like tossing 
your wireless access point through a window.  

Alas, this is the real world, and real problems occur. The key to troubleshooting problems 
with wireless networking gear is to realize that you're dealing with a networking 
technology. This means that problems can occur at any point along the networking 
pathway -- from your laptop's wireless card to the access point to your ISP (Internet 
Service Provider) to a hacker shutting down the Internet with a worm (hey, they've come 
close).  

The only way to troubleshoot an environment such as this is to be methodical -- to work 
your way outwards, away from you, until you find the problem. In general, this means:  

• Always check your machine's wireless card first. It could be disabled, 
malfunctioning, or disconnected.  

• Check the wireless access point. It could be disabled, not powered on, or 
disconnected.  

• Check your cable or DSL modem (however your home connects to the Internet). 
Make sure it's powered on and any status lights indicate a good connection.  

• See if your ISP is up. Although the status of your ISP won't generally affect your 
wireless home network, it'll affect your ability to get on the Internet.  

Other general advice that can make you a master troubleshooter include:  

• Stay calm. The only thing that getting frustrated gets you is more frustrated.  
• Think triage. If a bunch of injured folks show up at the hospital, the doctors and 

nurses don't have a first-come, first-served attitude. They start categorizing people 
by the severity of their injuries. Those who have severe injuries or trauma get 
seen first; those with minor injuries have to wait. Do the same thing when you're 
troubleshooting wireless: Don't spend hours trying to figure out if your wireless 
card is broken when your ISP is down. Instead, run through a series of tests to 
figure out what potential problems may exist. Then treat the worst cases first.  

• It may appear that the triage strategy contradicts the work outward methodology. 
After all, if you always start with your own system and work away from yourself, 
it may be a while before you encounter the real problem. But this strategy really 
doesn't contradict the work outward idea at all. For example, if you work outward 
very quickly, you might encounter various potential problems with your wireless 
card, wireless access point, and ISP. After you have a list of potential problems, 
you may discover that fixing one thing (rebooting your access point, for instance) 
causes your wireless card to stop misbehaving. In time, you'll figure out how to 
combine both methods to quickly and easily knock out problems.  



The most basic problem you'll encounter with wireless is connectivity. After all, if there's 
something wrong with your card, you can't be on the network. However, don't assume 
that basic means simple to solve. There have been times when just trying to get 
connectivity can take an afternoon, given the right set of problems.  

The following is a list of steps to take to check whether your connectivity is down:  

1. Verify that your card is picking up a wireless broadcast. Right-click the Wireless 
Networking icon in the Windows system tray, and then click View Available 
Networks.  

2. If you don't see a list of available networks, you know right away that you're not 
picking up a broadcast. You might be too far away from an access point, or there 
might be trouble with the access point.  

3. If you see a list of networks, you may be trying to connect to a network that has 
an encryption key. If this is the case, make sure that you enter the encryption key 
to connect.  

4. You might also see a list of networks and a message warning you that available 
networks are not secure. Some wireless adapters won't connect to an unsecured 
network until you expressly approve the connection.  

5. While you're looking at this list, make sure that your wireless adapter is set to 
listen on the right channel, and SSID is set as the wireless access point.  

6. If you're part of a network and still have problems, see if your machine has a valid 
IP (Internet Protocol) address on the network. Go to a DOS command prompt 
(click Start > Run , and type command ) and run the ipconfig command. You 
should see a display that looks similar to the following.  

Microsoft(R) Windows DOS (C)Copyright Microsoft Corp 1990-2001. 
C:\DOCUME~1\OWNER>ipconfig  
          Windows IP Configuration Ethernet adapter Wireless Network 
Connection: Connection-specific  
          DNS Suffix . : your.gateway.net IP Address. . . . . . . . . . 
. . : 192.168.5.4 Subnet  
          Mask . . . . . . . . . . . : 255.255.255.0 Default Gateway . 
. . . . . . . . : 192.168.5.1  
          Ethernet adapter Network Bridge: Connection-specific DNS 
Suffix . : Autoconfiguration  
          IP Address. . . : 192.168.70.1 Subnet Mask . . . . . . . . . 
. . : 255.255.0.0 Default  
          Gateway . . . . . . . . . : 
If you don't see an IP address, you're not on the network. You can resolve this in most 
cases by running the following commands:  
ipconfig /release ipconfig /renew 
These commands should re-establish your connection on the network. If the system 
displays a message that indicates DHCP (Dynamic Host Configuration Protocol) wasn't 
able to reassign an IP address for you, your connectivity problems may be farther up the 
line, namely your wireless access point.  
You can easily test your wireless access point by using the ping command to ping the 
wireless access point's IP address (for example, ping 192.168.7.1 ). Many access points 



display a Web page if you simply point your Web browser at the wireless access point's 
IP address (for example, http://198.168.7.1).  

The documentation for your wireless access point should contain its IP address.  

7. If the access point doesn't respond, check that it still has power, and that it's on. If 
it's on, check to see if the Ethernet cable running between it and your DSL 
(Digital Subscriber Line) router or cable modem is connected.  

8. Ensure that the wireless access point has a green link light on its display. If it 
doesn't, in most cases, you can simply restart the access point to reset it.  

9. If you don't have a green link light, and restarting doesn't do anything, you more 
than likely have a problem with your cable modem or DSL router. Check the 
diagnostic lights on it and refer to the documentation that came with the gear.  

10. At this point, you might be able to restart the router or cable modem. In some 
cases, your ISP may be down and you'll have to wait. This might be affecting 
your home wireless networking because your ISP is providing DHCP services (in 
other words, your ISP is dynamically providing IP addresses to each machine on 
the network).  

11. If everything you've done at this point fails to solve your problem, you might have 
hardware or bandwidth problems instead of connectivity problems.  

The second biggest problem facing wireless networks is bandwidth -- or lack of it. If 
you're on the network and data is moving around too slowly, you have a bandwidth 
problem. The following are some quick tips for solving the problem:  

• You may be too far away from a wireless access point. If you're running Windows 
XP, check your wireless signal strength by hovering your mouse pointer over the 
Wireless Networking icon in the System tray. If the signal strength is weak or 
very weak, try repositioning your machine so it's closer to an access point. 
Sometimes even turning a machine a certain direction can improve signal 
strength.  

• Remove as many obstructions as you can between your machine and the access 
point. Steel beams, metal plates, metal filing cabinets, and large appliances can all 
obstruct or reduce wireless signals.  

• If you find your network bandwidth being affected every time someone uses a 
cordless phone or runs a microwave oven, change the channel on which you're 
broadcasting. Check the documentation on your access point.  

• There may be a neighboring wireless network that is broadcasting on your 
channel. These broadcasts may be messing with your ability to upload and 
download files. Change your channel setting to see if things improve.  

• Make sure that the antennae on your wireless access point are vertical -- rabbit 
ears won't help out here. Also, try to raise the height of the wireless access point 
as much as possible. Instead of placing it under a desk or the bottom of a rack, 
place it near the top.  

• You can also buy gain antennas for your wireless access points and wireless 
adapters. These can boost signal strength significantly.  



• If you still have problems with weak signals, you might need to upgrade to a 
different protocol. Remember that 802.11b is generally compatible with but 
slower than 802.11g. The 802.11a protocol provides more bandwidth but the 
signal deteriorates more quickly at longer distances than 802.11b or 802.11g. The 
802.11g protocol provides the most bandwidth at the greatest distance.  

Hardware and OS (operating system) problems can range from the obvious to the 
extremely puzzling. First, the obvious stuff:  

• Is your wireless adapter on? Most have a running light or other indication that 
they're getting power. If the adapter isn't getting power, it may not be pushed in 
the slot all the way.  

• Is your wireless adapter loose in the slot? There shouldn't be much give on either 
laptop or desktop cards. If your adapter is loose, it may be damaged -- for 
example, it may have been pushed in too hard or got knocked loose during travel.  

• If you are using a USB wireless adapter, make sure that the USB cord is seated 
properly.  

• If you're using a USB wireless adapter and there are still problems, open the 
Control Panel and make sure that the USB Master Hub on your computer is 
functioning properly.  

• If you're connecting to a USB wireless adapter through an external USB hub, 
make sure that the USB hub is working properly. You can do this by attaching 
other peripherals (such as a mouse, scanner, digital card reader, and so on) to it 
and testing them.  

• If your network still doesn't function properly, connect your wireless adapter into 
another slot or USB port, as appropriate.  

• Barring that, you may have installed the adapter recently and forgot to reboot. 
Reboot now. In fact, reboot anyway. This is a good remedy for many of the more 
inexplicable hardware problems.  

• Is the wireless access point turned on? Again, excuse the inane ones, but you have 
to get through them.  

• If your wireless access point and your ISP's router or modem both provide DHCP 
and NAT (Network Address Translation), the two pieces of hardware may be 
conflicting with each other. Call you ISP for advice on which one should be 
disabled.  

• Your laptop or computer may not be in the same workgroup as other networked 
machines or access points. Check this information by going to the Control Panel, 
selecting Performance and Maintenance > See basic information about your 
computer, and selecting the Computer Name tab. On the Computer Name tab, you 
can see what workgroup you belong to. If this value is different from your access 
point's, or if it's not set, set it correctly.  



 
Figure 5-1: Seeing more information about your computer?s networking settings.  

Moving On  
As you can tell, troubleshooting a problem with a wireless network can be something of 
an art as well as a science. The key is to be methodical and eliminate as many 
possibilities as you can.  

Above all, don't take the steps in this lesson as gospel. Refer to the documentation for 
your equipment, and use your ISP's tech support hotline if you get into real difficulties. If 
nothing else, following the process mentioned in this lesson can help them analyze the 
problem and get you back on your feet quicker. In the Lesson 6, you learn some advanced 
topics for work-at-home folks.  

Now that you've learned about troubleshooting your network, it's time for your 
assignment and quiz. And don't forget to visit the Message Board.  

 


