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The line between spyware and virus is a blurry one, but never mind the 
lingo: It's a really bad line no matter where you draw it. 

Spyware remains arguably the most active area of malware creation 
today. Because much of it can be delivered via the web (through exploits 
designed to take advantage of insecurity in web browsers, or by simply 
tricking you into clicking something you shouldn't), spyware infestations 
are incredibly common and exceptionally random. Though the industry is 
only a few years old, anti-spyware app Spybot Search & Destroy already 
includes more than 30,000 different spyware apps in its database. 

As with viruses, spyware can be easy to clean up or incredibly complex. 
The process for cleaning an infection is similar, with a few specific twists. 
RUN ALL YOU CAN 
Because the pace of development in spyware is so frantic, and because 
different companies don't agree on what constitutes spyware, it's important 
to run several different applications if you suspect you have an infection. 

Start with Spybot Search & Destroy (www.safer-networking.org).This 
free tool is the standard for anti-spyware software, and it does a generally 
great job of locating infections. The software isn't brainlessly intuitive, but 
it's simple enough to use. 
First, put Spybot into Advanced mode via the Mode menu, then click the 
Update button to download the latest anti-spyware definitions. Run a full 
system scan with the Search & Destroy button.  After you've cleaned out 
any infections, be sure to click the Immunize button. This modifies 
Internet Explorer and Opera by placing known spyware hosts in the 
Restricted Zone and making other useful tweaks. 

When you're done with Spybot, run at least two other spyware 
scanners.  AdAware (www.lavasoftusa.com). PestPatrol 
(www.pestpatrol.com). and Spy Sweeper (www.webroot.com) all offer 
free or trial versions and are worth a quick install. Don't be surprised if all 
three find different infections. Also worth a look is Microsoft's new 
Windows AntiSpyware app (www.microsoft. 
com/athome/security/spyware/software), currently in beta. It's free, and it 
can't hurt. 
 
FOR THE SERIOUS INFECTION Despite the cocktail of anti-spyware 
applications, chances are fair you'll still find yourself with a nagging 
infestation. 

If so, you'll need to move to a more sophisticated tool. That tool is 
HijackThis (www.spywareinfo.com/-merijn). HijackThis was designed to 
locate web browser hijacking software, but it's quite effective against any 
well-hidden or memory resident application that you don't want running. 
Because it's designed for severe infections, it's not exactly simple to use. 
To the novice the results page can by daunting, but don't fret. Simply save 
the log file, and paste it into the auto-analyzer at 
http://hjt.iamnotageek.com. You'll get an instant look at what's safe to 
keep, or safe to remove. If the analyzer doesn't help, go old-school and 
paste your log file at http://forums.spywareinfo.com, http://boards.cexx.org, 
or both. Help will usually arrive within a day or two in the form of someone 
who's experienced with your particular case. Be patient and polite. 

Key Points 
Install as many anti-spyware applications as you can. 
Don’t assume that one application’s clean bill of health means an 
infestation is eradicated. 
Familiarize yourself with HijackThis before your PC is compromised. 
Make nice on the message boards.  You need their help more than they 
need your bitching. 


