
Spam Class 

What's spam?  

Many people say that spam is any e-mail they don't want, but that definition is far too 
broad. Others declare spam to be any commercial e-mail from a company or individual 
with whom they have no prior relationship. However, many spam experts strive to 
convince users to use the term UCE (unsolicited commercial e-mail) rather than spam. 
This change would certainly make the Hormel folks happy.  

Many others feel that e-mail must have some type of fraudulent intent to be called spam, 
or UCE. They liken spam to direct mail that appears in your physical mailbox, and treat it 
as an annoyance rather than a real problem.  

Unfortunately, companies using direct mail to send flyers to your physical mailbox must 
pay quite a few pennies to do so. Spammers spend only fractions of pennies to send 
virtually tons of spam, and that spam uses your Internet bandwidth for downloading, disk 
space for storage, and time to delete. E-mail servers for large companies often need 
gigabytes and even terabytes of storage space to hold spam until their clients download 
their messages.  

Microsoft once reported that if it disabled all of its Hotmail.com spam filters, the 
company wouldn't have adequate storage space to hold one day's worth of unfiltered e-
mail.  

In the world of spam, the user bears the cost, not the spammer. This economic imbalance 
attracts many fraudulent individuals looking for a few unsuspecting individuals to bite on 
the millions of e-mails they send.  

Harvesting e-mail addresses  
To send spam, spammers need e-mail addresses. The most popular way to harvest e-mail 
addresses is to send software robots to places with many e-mail addresses and copy as 
many of them as possible.  

Early on, the Whois database -- the listing of people and companies registering domain 
names for Web sites -- became a feeding ground for spam harvesting. Every domain 
name registration included publicly viewable contact information, including one or more 
e-mail addresses. No one at the Internet oversight groups believed spammers would copy 
all the addresses, so there was no security limiting file access. However, spammers read 
the information and gathered hundreds of thousands of addresses.  

Today, the software robots have developed a considerable amount of intelligence (to a 
warped purpose, but intelligence nonetheless) and can find any e-mail reference on any 



publicly viewable Web page. Any link that automatically opens your e-mail client when 
you click it has the e-mail address written in the code of the Web page, and few are 
protected.  

Job seekers who post their resumes online, especially at major Web sites such as 
Monster.com, probably notice an increase in spam after doing so.  

Sometimes spammers post Web pages requiring addresses to reach some type of 
information. Shady-deal Web sites offering coupons that pay you to buy products, for 
example, are fronts for address collection points, as are many adult content Web sites. 
Even if a low-rent Web site you give your address to doesn't engage in spam itself, it 
often sells the addresses it receives to spammers.  

Dictionary attacks  
Remember that spam costs essentially nothing for spammers to send, so they're happy to 
waste 50 or 5,000 spam e-mails to hit one live address. This practice led to the dictionary 
attack, taken from the password-guessing techniques used by hackers.  

Look at a giant domain, such as AOL, Yahoo!, or Hotmail. Each service has millions of 
users, and people frequently use their own names. The chance of hitting live addresses 
when sending e-mails to john1@aol.com, john2@aol.com, john3@aol.com, and so on is 
pretty high.  

Large companies experience the same types of dictionary attacks. More energetic 
spammers find the common name format at companies and create special spam for them. 
For example, common formats are first name, underscore, last name 
(joe_blow@CompanyA.com) or first initial, last name (jblow@CompanyB.com).  

Zombies and spam  
Early spammers loaded up CDs with millions of e-mail addresses, turned on the spam 
software, and watched thousands of e-mails per hour leave their computer. However, 
when spammers used their own systems to send spam, people could find the spammer's 
address from the e-mails, search backwards, and identify the culprit.  

No spammers wanted to be identified, so they learned ways to hide their source system 
names and IP (Internet Protocol) addresses. The two most popular methods are to use 
zombie PCs or special spam services at spam service providers. Often, spam services rent 
spam-generation time on their own collection of zombie PCs.  

Zombie PCs are almost always PCs running some Microsoft Windows operating system, 
and are connected to a broadband ISP. Spammers use the Windows operating system 
because it's fairly easy to exploit security gaps in Windows, Microsoft Outlook, 



Microsoft Outlook Express, and Microsoft Internet Explorer. Spammers find weaknesses, 
send a virus or spyware to millions of PCs to exploit that weakness, and infect a large 
number of PCs that have not been upgraded and secured properly.  

Spammers keep lists of infected PCs, ready to be tricked into sending spam messages by 
the millions. Each message will bear the Internet identity of the sending zombie PC, not 
the spammer. Your PC can easily become a zombie PC without you noticing it.  

Spammers also use broadband-connected systems for two reasons:  

• They're almost always turned on and connected to the Internet through their 
provider, making them easy to find.  

• They have more bandwidth available to use when sending spam.  

No one really knows how many zombie PCs there are but most guesses are in the 
millions in the United States alone. You can keep your PC from becoming a zombie by 
doing the following:  

• Keep your operating system and applications updated: You can easily 
accomplish this using the Windows Update service. Microsoft Windows XP 
notifies you when new updates are available.  

• Put a firewall between your computer and the Internet: Use a commercial 
package, such as Zone Labs ZoneAlarm, or enable Microsoft Internet Connection 
Firewall (Windows XP Service Pack 1 and earlier systems) or Windows Firewall 
(Windows XP Service Pack 2).  

• Scan for spyware at least once a week: Many spyware tools, such as Lavasoft 
Ad-Aware and Microsoft Windows Defender, now have a built-in monitoring 
feature, which you should enable if available.  

You'll learn about spyware and ways to reduce or prevent it in Lesson 2.  

The CAN-SPAM Act of 2003  
An important piece of legislation meant to reduce or prevent spam is the CAN-SPAM 
Act of 2003. This law permits e-mail marketers to send unsolicited commercial e-mail as 
long as each message includes a way to opt-out of future e-mails, a valid subject line and 
e-mail header, the sender's physical address, and some type of notification if it contains 
adult content. Although the law was heralded as a sure-fire way to thwart spam, it 
unfortunately hasn't resulted in a noticeable reduction.  

The relationship between spam and 
phishing  



Phishing is the practice of acquiring private information, such as your name, address, 
Social Security number, and bank and credit card account numbers, by posing as a 
trustworthy company or individual. Computer users are tricked into entering the 
information after receiving what looks like a legitimate e-mail from a legitimate business 
and clicking a link. Spammers frequently send phishing e-mails to steal your information 
and then your identity.  

The image shown in Figure 1-1 is an example of a phishing scam. Although the e-mail 
looks like it comes from a legitimate company, in this case, someone posing as Smith 
Barney, requesting an information update, the link in the e-mail will actually lead you to 
a phony Web site where they trick you into providing your account information which the 
imposters can then use for their nefarious purposes (often, if you hover your mouse over 
a hyperlink, you will see that the address that appears doesn't match the legitimate link to 
the company's Web site).  

 

Figure 1-1: A seemingly legitimate e-mail can trick you into providing account 
information to imposters.  

Enlarge image  

The best bet in a situation such as this one is to call the company in question using the 
phone number you have on file for them -- not the one in the e-mail -- and inquire about 
whether they really do need your information. If nothing else, you will have brought their 
attention to the fact that someone out there is attempting to get their customers' 
information.  

Never click any link in an e-mail requesting account information; either call the company 
with the phone number you have on file, or navigate to the Web site with the URL you 
have bookmarked in your records.  

Now that you know what spam is and where it comes from, read on to learn about some 
tools you can use to block spam.  

Use tools for blocking spam 



Cat and mouse, spam sender and spam blocker, the game goes on and on. Attempts to 
legislate spam out of existence haven't worked, and proposals to completely rework the 
Internet's e-mail system proved to be too much work. However, you have many tools at 
your disposal that don't require legislation or overhauling the Internet.  

Black lists and white lists  
Black lists, historically, are lists of people you don't like, don't want to hear from, or 
want to go away. Such is the reasoning when calling lists of spammers and their system 
addresses "black lists." You want them to go away, or at least you want to block all the 
messages coming from them.  

Black lists don't work with zombie PCs, however. A large amount of spam continues to 
attack from well-known companies and service providers working with the spammers. 
Some filtering companies, for example, automatically block all traffic from Romania and 
China -- havens for spammers. These and other third-world countries don't outlaw the 
practice of spam or don't bother to prosecute spammers.  

A white list is exactly the opposite, and contains people you want to hear from without 
any type of filtering. Companies add all their business partners to white lists at the 
company server level and at each individual user's computer.  

Using white lists becomes important when you configure spam-filtering tools to evaluate 
the contents of messages and decide whether the content is spam. If you want to get jokes 
from your friends, put their addresses in your white list. If senders you thought were safe 
begin to send you spam, you can remove them from your white list and their messages 
will no longer get through to your inbox.  

Heuristic spam filtering  
The main tool in the spam-filter toolbox is heuristic filtering. Special software reads the 
contents of each message and compares the words in that message against the words in 
typical spam messages. If many of the same words from spam message examples are in 
the message being examined, it's marked as spam.  

The software doesn't actually read to understand; it instead makes a list of the words in 
the message. Spam filtering software doesn't assign meaning to the words examined; it 
just tracks and compares the words used.  

Server and e-mail client tools  



There are two places normally used to stop spam: the e-mail server and the e-mail client 
on your PC. To clarify, the software you use to read and send e-mail is called an e-mail 
client.  

In this lesson, "client" refers to e-mail software and "user" refers to a person who uses 
client software.  

Obviously, finding the spammer's computers and smashing them would stop spam too, 
but that's not easy or legal. Your e-mail server, run by your company or ISP, provides an 
excellent spot to block spam with broad strokes. ISPs and corporate administrators 
subscribe to services that list domains known for spamming so they can block all 
messages from those Web sites -- the black list approach.  

The advantages of filtering spam at the server include:  

• Reduced e-mail traffic to users  
• Less user time spent handling spam  

The disadvantage is that one spam filter doesn't work for everyone because people define 
spam differently.  

For this reason, you should consider server tools as nothing more than first-strike tools 
for spam control. When a server tool considers a message to be spam, it often tags the 
message's subject line, such as adding ***spam*** to each suspect message. This makes 
it easy for the client software to identify and separate the suspect messages.  

E-mail clients are the best place for finely tuned spam controls, because each user 
approaches spam in his own way, with his own tolerance level. Heuristic tools under the 
user's control, applied to the messages already filtered at the server, give the best spam 
reduction.  

Enabling spam filtering in Microsoft Outlook  

To enable spam filtering in your Outlook client, select Tools > Options, click the 
Preferences tab, and then click the Junk E-mail button. The Junk E-mail Options dialog 
box appears with the Low setting enabled by default. Select the High setting, as shown in 
Figure 1-2, for maximum spam filtering.  



 

Figure 1-2: Select your preferred level of spam filtering.  

Outlook automatically places what it thinks is spam e-mail in your Junk E-mail folder. 
Make sure you browse the subject lines before deleting messages to make sure you don't 
delete a good message by mistake. You'll learn more about this in the "Accepting spam" 
section on the next lesson page.  

Setting up white and black lists in Outlook  

To add senders to your black list or white list in Outlook, right-click the message, select 
Junk E-mail, and then select Add Sender to Blocked Senders List or Add Sender to 
Safe Senders List, respectively, as shown in Figure 1-3.  

 



Figure 1-3: Add senders of e-mails you want to keep to the Safe Senders List.  

Enlarge image  

Outlook refers to its white list as the Safe Senders List. The black list is called the 
Blocked Senders List.  

You can add an individual sender to either list, or you can add the sender or the sender's 
entire domain (the part of the address after the @ sign) to the Safe Senders List. You can 
also add the recipient to your Safe Recipients List. This is useful if you use Outlook to 
read e-mail from several different e-mail addresses.  

The white list/black list approach to spam filtering is useful up to a point, but you 
shouldn't rely on this technique alone. If you receive e-mail only from people you have 
added to your white list, you'll miss out on some potentially useful information from 
others that haven't made it onto your list yet.  

You've learned what spam is and some basic ways to reduce it. Read on to learn what to 
do when the spammers outsmart your spam-reduction tools 

Cat and mouse, over and over. Spammers always work to weasel past filters, and clients 
always react with new tools and filtering technology.  

Spammers always improve their approach, and now and then your inbox fills with more 
spam than usual. Take it easy, and remember that the spam filter developers are clever, 
too, and will upgrade their filters soon. Just about every good spam prevention tool has a 
way for you to get updates so you can keep up with the evolving tricks of spammers. Be 
sure to read your software's Help files to find out how to get regular updates for your 
specific software.  

Train the local spam filter  
Heuristic filters need training. Users should identify which messages are spam and which 
are not useful to train their filtering software. Deleting messages that are really spam isn't 
a neutral action, it's a negative action that tells your software the words in that message 
are acceptable when they're not.  

The foundation for most heuristic filters is based on Bayesian algorithms. These 
mathematical tools have been applied successfully to heuristic filtering and are constantly 
being improved. That's why it's important to keep marking spam as spam and build up the 
word database used by your spam filter.  

Some filtering software offers a chance to import spam keyword files to start the training 
process. You may also need to eliminate your stored keyword database and restart your 
spam-filter training if you haven't been diligent about marking spam as spam.  



Protecting e-mail addresses  
As an individual, the e-mail address provided by your ISP is your primary address. Guard 
this address by giving it out carefully, and keep it hidden when possible. Many users get a 
second or third e-mail address to use on newsgroups, discussion boards, and other places 
where address harvesting software patrols.  

All of the free e-mail services, such as Yahoo! Mail, Hotmail, and Gmail, offer Web-
based e-mail software, so you can check your e-mail without downloading the messages 
and possibly getting spyware or viruses. You can delete your Web e-mail account when it 
becomes overloaded with spam.  

You should protect the e-mail address assigned by your company as fiercely as your 
private e-mail address. Be careful to provide your company e-mail address only to 
business users. Do not use that address when registering online for discussion groups, 
information Web sites that demand an e-mail address for verification, or to register for 
instant messaging communications software. Keep your company's e-mail use policy in 
mind when giving out your company e-mail address. Some companies have stricter 
guidelines than others when it comes to receiving and sending non-business e-mail using 
company addresses.  

When putting your e-mail address on your own Web site, consider writing it as Joe_Blow 
AT CompanyA.com. Visitors to your Web site can't click and launch an e-mail client 
application, but the added work for them is minimal when inserting your e-mail address. 
(They just need to change the space, AT, space to @.)  

Accepting spam  
If you become overzealous in your spam filtering, you'll lose some non-spam messages. 
Some of these may be important, such as when your Aunt Gladys sends word that Uncle 
Mort left you that gold mine in California.  

Experts advise people to accept a few spam messages each day to ensure getting all your 
personal messages. The message from Aunt Gladys, if filtered, falls into a group called 
false positives, which means your software identified a good message as spam.  

Be sure to tell your e-mail software about false positives, as shown in Figure 1-4, as well 
as spam. Every bit of information helps the filters more accurately identify spam and 
avoid false positives.  



Figure 1-4: Marking a message as 
Not Junk.  

Enlarge image  

You should check your spam filter folders periodically, at least once per day, to be sure 
you aren't missing any real messages.  

You've read how to train your spam filters and how to protect your primary personal and 
business e-mail addresses from spam. Next, you'll find out how you can work with your 
ISP to reduce spam.  

Your ISP doesn't want to send you spam -- it costs them bandwidth. ISPs love to help 
reduce your spam load.  

The most popular spam filtering application for ISPs and many companies is 
SpamAssassin. This open source software can be difficult to configure on servers, but the 
programmers have improved the general user interface to make it close-to-acceptable for 
any computer user.  

Black holes and spam lists  
Verify your ISP includes some top-level broadcasting controls, such as SpamAssassin, 
and the various black lists. Some service providers force you to actively request such 
service to maintain their server status.  

Also ask your ISP about dictionary attack protections and how it monitors such attacks. 
Smart intrusion detection software can chart the source of e-mail streams, and you can 
search back up the river when necessary. You might not be able to locate the spammer or 
the country of origin, but sometimes you get lucky.  

First-pass spam filtering  



Setting specific spam filtering levels -- such as Low, Medium, or High protection -- on a 
user's e-mail account should be left to each company or individual, not the ISP's 
administrators. Server-based filtering software has rather crude setting options that enable 
you to tighten or loosen the restrictions, depending on how many "real" messages are 
being tagged as spam.  

Enable virus filtering  
Many server-based spam products include virus and spyware filtering. Check with your 
ISP, and if it's available, try it. The more electronic eyes you have watching the products 
coming into your computer, the better.  

Your ISP can be a valuable ally when it comes to protecting your inbox from spam, but 
there's even more you can do. Read on to learn about some of the ways you can avoid 
becoming a spam target 

Besides using antispam tools, there are other things you can do to help stop spam. The 
following are five ways you can stop spam by changing your computing habits.  

Use an alternate e-mail address  
Be careful where you leave your primary e-mail address. When forced to provide your e-
mail address to access Web sites, give a nonessential address from one of the free e-mail 
service providers.  

Avoid using HTML in your e-mail client  
Don't use HTML (Hypertext Markup Language) in your e-mail client software. (Outlook 
and Outlook Express enable the HTML e-mail format by default.) HTML e-mails can 
verify your active e-mail address, and send notification back to a third party, resulting in 
more spam. If you can't live without fancy fonts in your e-mail, at least turn off the 
automatic image downloading, because images can also link back to a third party.  

Say no to e-mail offers  
Always check the "No" box for future e-mail offers on every form you fill out online, 
unless you specifically want a company's newsletter or other materials.  

Don't click links in e-mails  



Don't click links inside spam e-mail messages. That signals to the spammer your address 
is valid, and they'll use it again and again.  

Be careful when opting out  
Select the opt-out option only for well-known companies sending you e-mail. The CAN-
SPAM Act of 2003 forces companies to include an opt-out form for users who do not 
wish to receive any more e-mail. You reach that form by clicking a link inside the e-mail 
message, which is a bad idea on spam from companies you don't recognize. Large, 
reputable American companies will honor your request to unsubscribe to their mailing 
lists. Spammers, on the other hand, will continue to send spam because you verified that 
your e-mail account was active by unsubscribing to the e-mail.  

 


