
Computer Common Sense 
Excerpts from Maximum PC Feb 2006 
 
All this talk of viruses, spyware, and $1,000 phone bills may have you 
feeling a little nervous. That's not bad, because thoughtful caution and a 
little healthy paranoia are the most important things when it comes to 
keeping your PC malware-free. 

We've had a PC running for the last two years without antivirus or 
spyware protection of any kind (though it is located behind a router-based 
firewall)-a scan today shows it to be as squeaky-clean as the day it was 
first turned on. The only protection this rig had was old-fashioned 
common sense. 

To wit, here are Maximum PC's guidelines for safe computing. Follow 
them even if you've got the best malware protection on earth. Or else! 

 
DON'T TRUST NOBODY! AND DON'T CLICK NUTHIN'! 

Specifically we're talking about the web. All it takes is one misplaced click 
to install a spyware application on your machine, especially if you use 
Internet Explorer. One click, not the series of dialog boxes and "Are you 
sure?" messages you might expect. It can be a standard text link, image, 
Flash animation, anything. The most nefarious trick is that old standby, the 
pop-up advertisement. You've probably seen them, screens that look just 
like Windows error messages: "Your system may be vulnerable. Scan for 
spyware now?" Click OK and you won't be scanning for spyware, you'll be 
installing it. They even trick you through the closing of the ad. You'll often 
see two "x" close window buttons in the right corner. Click the wrong one 
and you're actually clicking the ad (and installing malware), not whisking 
the ad away. How to deal with this? Foremost, stop pop-ups by enabling 
the pop-up blocker feature in your browser (all of them have this now), and 
installing the Google Toolbar (http://toolbar.google.com) for good 
measure. A few popups will still trickle through. We recommend closing 
them by right-clicking their taskbar tab and clicking close (or Alt-F4). Then 
you don't risk accidentally clicking the ad. 

 
BLOCK IMAGES IN YOUR EMAIL CLIENT Most modern clients 
(and web mail apps) let you choose to keep images from loading in 
HTML emails you receive.  This makes good sense, not just because 
clicking an image could launch a pop-up window (and thus a spyware 
install), but spam servers can log when images are received, even if 
you don't click them, thus verifying your e-mail address is active. 

 
DON'T OPEN ATTACHMENTS 

You should know this by now. Most virus infections arrive via attachments 
in spam. If you don't open the attachment, you won't get infected. 

 
DON'T CLICK LINKS IN EMAIL 

As mentioned in our section on phishing, HTML links can be easily 
spoofed to look innocuous. If you must visit a link that was mailed to you 
and you're certain it's not malicious, cut and paste the link. Better yet, 
manually type the link into your browser. 
 

TURN UP IE SECURITY SETTINGS 
If you're still using Internet Explorer, it doesn't hurt to turn up the default 
security settings in the browser. Click Tools> Internet Options> Security> 
Custom Level. You can simply change the custom setting to High at the 
bottom of the window, or tweak individual settings like disabling .NET 
components and Javascript applets. 

 
WAREZ = HAXX 
Come now, you don't think those cracker applications are made out of 
the kindness of some hacker's heart, do you? Be wary of anything that 



promises free access to anything you're supposed to pay for: 
commercial software, movies and music, passwords, and of course, 
porn. 

 
FIX THE MESSENGER SERVICE 

Pop-ups used to be able to sneak onto PCs through the back door: the 
Messenger Service, which works on different TCP and UDP ports than the 
browser. The good news is that Microsoft finally disabled Messenger with 
XP Service Pack 2. Make sure it's off by visiting Control Panel> 
Administrative Tools > Services. Click Messenger in the list to check its 
status.  


