
Antivirus Software 
As you learned in Lesson 1, there's a variety of malware that can affect your computer. If 
you don't have antivirus software installed on your computer, it's simply a matter of time 
before it becomes infected with a virus and possibly becomes inoperable. New viruses 
and vulnerabilities surface daily, so you must be prepared to keep your computer safe.  

A few times a year, a potentially lethal virus surfaces and spreads very quickly, infecting 
countless computers around the world. To make matters worse, if your computer is 
spreading a virus, there's the chance that your ISP will disable your account and not grant 
you access until the machine is cleaned and protected.  

How a virus works  
Computer viruses need a host to infect. This is done through some type of computer 
program or file. When such a program is transferred to your PC, other programs or files 
on your PC will become infected. Even though some viruses do not intentionally damage 
your data, they're malicious enough to modify your programs without your permission. 
This can result in unpredictable computer behavior.  

Essentially, once you have a virus, you're no longer in control of your computer. Often, a 
virus attaches itself in such a way that each time you boot your computer or execute a 
certain program, the virus executes and spreads.  

All programs consist of a set of instructions or code that tells your computer how to run. 
A virus is a program just like any other program on your computer. The code in a virus 
places self-replicating code in other programs, so when you run those other programs, 
more programs become infected with this same code. In plain terms, a virus is simply a 
program that can create copies of itself or delete important files all together. These copies 
are placed in other programs and when one of these other programs is executed, the virus 
code runs and repeats the process. This causes the virus code to place copies of itself in 
even more programs.  

There are various types of viruses: some viruses infect other programs each time they're 
executed, whereas others infect only when something happens to trigger the program or a 
certain event occurs. The trigger can be anything from a certain date or time to some type 
of counter within the virus.  

Some viruses are very selective about when they infect programs, and many change file 
names to avoid being detected. This is vital to the virus being able to survive for an 
extended time. If the virus infects too often or is too obvious, it's more likely to be 
discovered before it can spread far.  



Once a computer or device is infected, the virus goes to work. A virus can delete files or 
change random data on your computer. Sometimes it places icons on your desktop and 
causes them to multiply. Other times, a virus just slows down your computer. Just as the 
virus replication can be triggered by some event, the damage it causes also has its own 
trigger. Because viruses like to spread before they actually start to cause damage, the 
attack may be delayed for months or years after the initial infection.  

Not all viruses damage your data. Some viruses just reproduce and take up space on your 
machine. Now that you have some idea about how viruses work, let's look at how 
antivirus software combats them.  

How antivirus software works  
Antivirus software actually has to work backward. Virus writers release a virus, it's 
discovered, and then an antivirus company finds a remedy for it. Once someone has 
detected and analyzed a virus, it's possible to write programs that look for specific 
characteristic of the virus. For a virus to be successful, it must replicate its code. The key 
to antivirus software is detection.  

After the software detects infected files, you can sometimes repair them. If not, you can 
quarantine them so that the vital code won't execute. There are four major methods of 
virus detection in use today: scanning, interception, heuristic detection, and integrity 
checking. Of these, scanning and interception are most common.  

Scanning  
A scanner searches all files in the boot sector, in memory, and on your hard disk for code 
that uniquely identifies a file as a virus. This is the most common method of virus 
detection available, and is implemented in all major antivirus software programs. 
Scanning software looks for a virus in one of two ways. If it's a virus that has already 
been detected and has a fix, the software looks for the virus's signature.  

A signature is a unique string of characters that identifies the virus -- kind of like a 
fingerprint.  

After the antivirus software detects the signature, it isolates the file. Most antivirus 
software catches not only an initial virus, but also many of its variants because the 
signature code usually remains intact.  

Interception  
Interception software examines the computer for virus-like behavior, and then warns the 
user about the behavior. For example, many viruses perform suspicious actions, such as 
installing a resident program or relocating in your PC's memory. Interception can be used 



as an extra precaution. However, because it may also detect legitimate files, many people 
disable this ability in antivirus software.  

Heuristic detection  
In the case of new viruses for which no remedy has been created, scanning software uses 
heuristics -- a generic method of virus detection -- that look for unusual virus-like 
activity on your computer. Antivirus software makers develop a set of rules to distinguish 
viruses from nonviruses. If a program or piece of code matches these rules, it's marked a 
virus. This allows detection of any virus and is often used to deal with any new virus 
attacks.  

If the program sees anything odd, it quarantines the questionable program or file. When 
such a quarantined file is sent to the antivirus vendor, researchers examine it, determine 
its signature, name it, and then catalog it. Afterward, the signature file is updated and 
made available for customer download. Many viruses have variants or copycat viruses 
that emerge after the initial outbreak. These make up the bulk of known viruses.  

Integrity checking  
An integrity checker records integrity information about important files on your hard 
disk, usually by checking for changes in a file. Should a file change due to virus activity 
or corruption, the file no longer matches the recorded integrity information. This is an 
extensive process, and very few virus checkers today use it.  

The main issue with viruses is that they have to be detected. Because existing scanners 
can't detect brand-new viruses, the viruses have time to spread before someone detects 
them by other means. Antivirus software is made to also detect other malware, such as 
worms and Trojan horses. This is because, as virus writers become more sophisticated, 
malware becomes intertwined, so there's a need to detect all of it, not just one breed.  

Now that you know how antivirus software works in general, it's time to take a look at 
different antivirus products available on the market. That's covered next.  

An antivirus software program may or may not come with your home computer. 
Sometimes a newly purchased computer might include a trial version. Here are some 
considerations for evaluating antivirus programs:  

• Does the software automatically scan a file when you send an e-mail attachment?  
• Can you configure the software to update virus signatures automatically?  
• How often are updates typically made available?  
• Can the virus checker clean a file or does it just quarantine it?  
• Can you check every file that your computer receives?  



When selecting an antivirus application, you should evaluate or read up on which you 
think would be best suited for your needs. The two most popular antivirus software 
packages are Symantec's Norton AntiVirus and McAfee's VirusScan, which you can 
purchase as standalone products or as part of each company's protection suites. The 
following describes these packages and offerings from some of the other major antivirus 
software vendors:  

• avast!: Detects and removes known viruses, can detect the basic activities of self-
modifying viruses, and includes a script blocker, IM shield, and virus cleaner. 
This software runs on Microsoft Windows 95, 98, Me, NT, 2000, XP, and Vista. 
ALWIL Software creates avast!.  

• F-Secure: Includes a variety of products -- antivirus, spam, and firewall protection 
-- for home users, small businesses, and large enterprises. It also provides Web 
site-based and wireless solutions for mobile workers against viruses and malicious 
code.  

• McAfee: McAfee offers a family of antivirus and spyware software for Windows 
and wireless protection, which includes Internet security software, personal 
computer updates, hacker protection, and antivirus downloads. It also offers 
evaluation versions for business or home users.  

• Symantec: Symantec offers a variety of software that blocks worms and detects 
and removes viruses. Its features include automatic virus, worm, and Trojan horse 
removal; IM attachment scanning and cleaning; and spyware and keystroke 
logging program detection. The company also provides a special version adapted 
for mobile devices.  

• Panda: Panda Software offers protection against viruses, spyware, hackers, and 
other threats. It also has the ability to scan your computer on demand any time 
you have Internet access.  

• PC-cillin: From Trend Micro, this software protects your PC and home network 
against all types of viruses, worms, Trojan horses, and blended threats. It also 
detects and removes spyware, filters unwanted content, and minimizes spam.  

• Sophos: Protects your network, desktop, and remote notebook computers from 
viruses, Trojan horses, worms, and spyware. You can use Sophos on multiple 
platforms.  

After you select an antivirus software program, it's time to install and run it for the first 
time. If you've never used antivirus software on your computer, you need to take some 
extra steps so that the antivirus software can scan all the files on your hard disk. You'll 
learn how to prep your computer, and install and run antivirus software, in the next 
section.  

The installation  
This part is easy. Just close all running programs, insert the CD-ROM into your computer 
or double-click the .exe file you downloaded from a manufacturer's Web site, and follow 
the prompts. The software installer extracts all of the files you need and runs a wizard 



that steps you through the process. When prompted, install your antivirus software to the 
default location on your hard disk. Also, run a brief system scan if the installer software 
suggests it.  

The update  
Because your software needs to be as current as possible, one of the first processes your 
antivirus software may perform is to update the virus definition file. Often, it does this 
automatically during installation if you have a live Internet connection. You can also 
perform this procedure directly after the installation.  

For demonstration purposes, this lesson uses Symantec's Norton Internet Security 2007 
software. Upon opening your software, you can update the virus definition file by 
clicking Run LiveUpdate. Click Next to start the update. The software displays a list of 
components being updated and a progress bar, as shown in Figure 2-2.  

When the software confirms that the components are up to date, click Finish. When 
prompted to restart your computer, click OK.  

The scan  
Now it's time to scan your computer. To get started, select Start > All Programs > 
Norton Internet Security > Norton Internet Security. On the initial antivirus screen, 
click Run a Scan, and then select Run Full System Scan.  

Depending on the size of your hard disk, scanning your system can take anywhere from a 
few minutes to an hour or more.  

After the scan is complete, if any viruses are found, the software fixes or quarantines 
them.  

After initial installation, the antivirus software runs continuously in the background to 
help prevent any infections. However, you should run a manual antivirus scan weekly, 
just to make sure nothing slipped through. In Norton Internet Security, select Configure 
a Scan > Manage Custom Scans. You can select only certain drives, folders, or files to 
scan, reducing the time required for a full system scan. For best results, select Scan 
drives, and then select the C: drive.  

Cleaning System Restore  
Viruses can insert themselves into your restore directory. When you restore the computer, 
the virus is restored as well. If you're running Windows XP, it's a good idea to open 
System Restore and delete dates that occurred while the virus was active. This prevents 



the computer from becoming reinfected when you use System Restore. To open System 
Restore, select Start > All Programs > Accessories > System Tools > System Restore. 
Follow the prompts to delete specific System Restore dates.  

Cleaning and troubleshooting an infected 
system  
If your computer is severely infected, the antivirus software might not run. If that's the 
case, there are a few options you can try.  

Boot into safe mode  
Booting in safe mode is important because safe mode disables most drivers and running 
programs. To boot in safe mode, restart your computer and press the F8 key (after the 
initial black-and-white screen but before the Windows splash screen) until you get to a 
black-and-white screen asking you what to do. With Windows Vista, XP, 2000, NT, and 
Me, use your arrow keys to select Safe mode with networking support. After the 
computer boots, try to run the antivirus software again. If you're still having problems 
after booting into safe mode, try scanning your system using an online tool.  

Scan your system online  
Because the same antivirus software methods are in use all over the world, virus writers 
attempt to defeat antivirus protection by creating viruses that disable the software. If this 
happens, do the following:  

1. Open Microsoft Internet Explorer and go to the HP Personal computing security 
center Web page.  

2. Scroll down and click the Symantec Security Check link. The Symantec 
Security Check Web page appears, as shown in Figure 2-3.  



 

Figure 2-3: The Symantec Security Check Web page lets you use an online tool to scan 
your hard disk for viruses.  

3. Click the Virus Detection Start button.  
4. Accept the end-user license agreement, and download and install ActiveX 

controls if they're not already present.  

The service scans your hard disk(s) to detect and fix any viruses you may have on your 
computer.  

On the Symantec Security Check Web page, you can also click the Security Scan Start 
button, which alerts you to any vulnerabilities your computer may have.  

After your computer is virus-free, you're well on your way to a safer, more secure 
computing experience. Now it's time to discuss how to keep your computer in this 
condition.  

After you've installed antivirus software, you need to keep it updated. This is because as 
new viruses are released, new file definitions have to be created to fix the damage that 
these viruses cause. If you don't update your virus software, you leave your computer 
vulnerable to all newer virus threats.  

Keep your antivirus software up to date  
Antivirus software vendors update their virus lists regularly. Make sure you enable the 
autoupdate feature in your antivirus software to install updates for you on a regular basis. 
This feature is called LiveUpdate in Norton Internet Security 2007, as shown in Figure 2-
4, which checks for updates daily when your computer is on.  



 

Figure 2-4: LiveUpdate is set to automatically update Norton Internet Security.  
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Some antivirus software packages enable you to schedule the day and time that the 
update runs. If you use a dial-up modem to access the Internet, set it for a day and time 
when you know you'll be online. If you use a DSL (digital subscriber line) or cable 
modem -- an always-on broadband connection -- set it for a time when you're not using 
the computer. Most updates take only a few minutes to download and install.  

As mentioned previously, most antivirus software packages run in the background and 
constantly monitor your computer for problems. However, you can schedule automatic 
system scans -- once a day or each week, for example -- for even better coverage. The 
Norton Internet Security Schedule screen is shown in Figure 2-5.  



 

Figure 2-5: Scheduling automatic scans.  

Next, find out what to do if a virus makes it through your defense mechanisms and 
infects your computer's registry.  

Use virus removal tools and perform 
manual updates  
If your computer does get infected, sometimes the best way to remove a virus is by using 
a virus removal tool. This is because a virus or worm sometimes puts a key in your 
registry, which holds valuable information about your computer. Even after you 
quarantine or delete a virus, the virus restarts itself each time the computer is started 
because of the registry key. Every time you run a virus scan, the software continues to 
find the virus. This ends up in a vicious cycle. To remove a virus from your computer, 
use a virus removal tool such as those listed on the Symantec Removal Tools Web page, 
as shown in Figure 2-6.  



 

Figure 2-6: Symantec's virus removal tools.  

Another step you might try if your antivirus software has become partially unusable 
because of an infection is to manually download the virus definition update. This file can 
be found on the manufacturer's Web site. Figure 2-7 shows Symantec's download virus 
definitions Web page.  

 

Figure 2-7: Manual downloads for virus definitions.  

Even with antivirus protection set up, you still need to practice a few computing habits to 
ensure an even safer online experience. Find out how to start using these practices in the 
next section.  

Most current antivirus software is quite effective, but only if it's kept updated and the 
user practices safe computing habits such as not opening unfamiliar attachments in the 



form of documents or programs. Despite all of this, antivirus software cannot protect 
against brand-new viruses, and users often don't take necessary precautions.  

In addition, antivirus software can interfere with programs currently installed on the 
computer. One of the biggest offenders of this is gaming software. Often, the virus 
software is disabled because a game won't run correctly. Sometimes users disable the 
antivirus software because a screen keeps popping up (referred to as a "nag screen") 
saying that the software needs to be updated.  

Here are some safe computing practices that you should follow:  

• Purchase software from a local store that you're familiar with or a national chain 
with an established reputation.  

• If you purchase programs over the Web, make sure they're from a reputable 
company.  

• Make a boot disk and keep it handy in case a virus infects your computer so badly 
that it won't even boot. Review your PC's documentation for details on how to do 
this for your system.  

• Use RTF instead of DOC extensions for your Word files. Be cautious about 
accepting any Word .doc or Excel .xls files from anyone.  

• Be extremely cautious about opening attachments. Don't accept, run, or open any 
unsolicited attachments to e-mail.  

• Keep up with the latest security patches for all the programs you use. If you run 
Windows XP, use the Automatic Updates feature in Security Center to schedule 
regular updates. You can also select Tools > Windows Update in Internet 
Explorer to manually update your computer.  

• Make frequent backups of your data files and keep them on removable media, 
such as CDs or DVDs, in the event that a virus renders your computer completely 
useless. You can also use an online storage service such as MediaMax or Box.net.  

• If your computer is used by more than one person, be sure that the other users 
know the dangers of unsafe computing.  

Your antivirus software program prevents some of the problems caused by downloading 
programs, opening e-mail attachments, and unsafe computing. However, you need to 
remember that there's a lag between recognizing a virus and when your computer or virus 
vendor knows about it. The safer you make your computing experience, the more joy 
you'll get from using your computer.  

Moving on  
In this lesson, you explored how viruses work, and learned about using antivirus software 
and how to keep it up to date. You also explored some ways to practice safe computing. 
Before you move on, do the assignment and take the quiz for this lesson. After that, head 
over to the Message Board to discuss malware and protection solutions with your 
instructor and fellow students.  



Good luck in keeping your computer in good running condition, and have a safe and 
happy computing experience.  

 


