
Access Points, Routers, and Hubs 
In the first lesson, you learned about the world of wireless standards -- what frequencies 
are used, distances involved, and other general topics. In this lesson, you learn about the 
different components of a wireless networks; in other words, the gear that actually uses 
the standards and frequencies you learned about in Lesson 1.  

For the purpose of setting up a home network, all you need to worry about are two major 
categories of components:  

• Gear that creates the wireless network and connects you to the Internet  
• Gear that allows individual machines and devices to connect to the established 

wireless network  

The following sections discuss access points, routers, and hubs. These wireless 
components enable you to establish a wireless network.  

Access points  
An access point (or gateway) does exactly what its name implies: It provides a point 
through which your machine can access a wireless network. Generally speaking, an 
access point both transmits and receives data on a wireless network, so technically it's a 
transceiver.  

An access point can connect wireless users, and forms the interconnection or bridge 
between wired and wireless networks.  

For very small WLANs, such as those used in small offices or homes, one access point is 
usually all that's needed. As your network grows in physical size (such as distance in feet 
or meters) and number of users, you'll need to think about multiple access points. If you 
run into this situation, you need to make sure that your coverage overlaps so that you 
don't lose users in dead spots.  

Network design is covered in the "Planning Your Home Network" section later in this 
lesson.  

Wireless access points run from $100 to $450, and usually have a maximum range of 300 
feet indoors, and 1,500 feet outdoors.  

Routers  
If you want to connect to the Internet, you need a router to do so because wireless 
networking is known as local area networking -- local as in connecting devices local to 
you. The router sends Internet traffic to the Internet site while keeping local traffic 



between your own computers on your home network. If you have cable modem, DSL 
(Digital Subscriber Line), satellite, or other broadband service in your home, you likely 
have a router or modem set up already.  

In most cases, you can connect your router to an access point, walk through a simple 
configuration process, and presto, have connectivity to the Internet via wireless and wired 
networks.  

Hubs  
A hub is similar to a router, except that it doesn't have as much brainpower. Your typical 
hub for home use has four or eight Ethernet ports that allow you to connect multiple 
machines. Hubs can connect your home network but they do not route to the Internet. 
You might need a hub if you hook your router to more than one wireless access point; 
however, in many cases the better wireless access points have a hub built into them.  

Having a wireless access point isn't enough. You need to be able to connect to the 
wireless network. Every machine needs to have a wireless card. Wireless cards are 
devices that fit into a PCI (Peripheral Component Interconnect) slot for desktop PCs, or 
PCMCIA (usually called PC Card) slots for notebook or laptop computers and transmit 
and receive wireless broadcasts. Most wireless cards transmit on a particular frequency 
determined by the standard it supports, such as 802.11b, and cost anywhere from $50 to 
$150.  

Wireless cards for desktop machines are designed to fit into one of the empty PCI slots 
found inside the computer. To install one, turn off your computer, remove the cover of 
the machine, slide the card into an empty slot, and then follow the instructions for 
configuring the hardware. Although manufacturers are starting to include wired Ethernet 
cards standard, wireless networking cards aren't as common.  

Wireless PC Cards for notebooks and laptops fit into a PCMCIA slot, usually found on 
the left or right side of the machine. Unlike desktop PCs, many new laptops and 
notebooks are shipping with wireless cards already built in  

When you purchase wireless cards for your computers, make sure that the cards support 
the same standard and broadcast frequency as the wireless access point. The 802.11g 
standard supports the older 802.11b cards but 802.11b cards will be slower than an 
802.11g card. Standard and frequency should always match. There's no need to buy the 
same brand wireless card and access point. The following table lets you which cards to 
buy with which access points.  

Access Point  Card  
802.11a access point  802.11a cards only  
802.11b access point  802.11b cards only  



802.11g access point  802.11g card preferred and 802.11b  
 

Table 2-1: Access points and cards.  

At this point, you might be thinking to yourself, "Hey, this wireless networking thing 
doesn't sound too bad! Just buy an access point and some wireless cards, and start 
networking without wires."  

In a way, you're right. But even the simplest wireless network implementation can hit 
snags if you don't do some planning beforehand. For example, you might place the 
wireless access point in your corner office, too far away to get a great signal out on the 
patio and thereby dashing any plans you might have to work outdoors on beautiful spring 
days.  

Although there are many techniques available for planning a wireless network, a good 
simple technique involves asking some common sense questions, such as the following:  

• Who and what: Who'll be using the network and what they'll be doing on it? This 
isn't just a list of people, but a general idea of the kinds of applications they'll be 
using on the network. If you're working from home on a big project that requires 
Internet access, you might get bogged down if Johnny's playing a graphics-
intensive networked game with three of his best friends.  

• Where: Where do you want to access the network? For most homes, one access 
point is enough to provide coverage in any room -- and even limited outdoor 
areas. However, very thick walls, maze-like hallways and staircases, and any 
metal obstructions, such as metal shelving and steel pillars, can obstruct 
broadcasts. If you have a separate building on your property in which you want to 
access the network, you may find yourself outside broadcast range while in that 
building, or at the very least with a weak signal.  

• When: As in when users will be on the network. Even a small group of users 
performing bandwidth-intensive tasks all at the same time can bog a wireless 
network down.  

• How: How packets are transmitted -- in the clear or encrypted? Encryption and 
other security measures add overhead to network connections, which can slow 
you down. Security is covered in Lesson 3.  

Before we go any further, we should probably spend some time talking about some of the 
networking terms you're likely to hear, especially now that you're almost ready to go out 
and buy gear.  

The most common terms you'll hear revolve around the nature of networking include:  

• Bandwidth: Refers to the speed of the network. It's a term that refers to the size of 
the network pipe through which your data travels. Generally speaking, the more 
bandwidth you have, the better your speed is. Things that can affect bandwidth 



include number of users on the network, types of traffic on the network (big 
multimedia files will slow down a network), and availability of routers and access 
points.  

• Availability: Refers to the availability of the network. If the network is always 
down, it isn't very available. You should always strive to run a high-availability 
network. In wireless networking, distance from an access point can affect your 
network's availability, because the broadcast signal deteriorates with distance.  

• Packet: Data sent over a network is sent in packets. Each packet has a header and 
a payload. The header helps identify the packet as part of a message, and the 
payload carries actual information (such as a piece of an e-mail, a part of an 
image, and so on).  

• Mbps (megabits per second): Refers to how the speed on a network is measured 
and is used to describe the bandwidth. A 10 Mbps network connection allows you 
to send data at the theoretical rate of 10 megabits per second. I say theoretical 
because a network connection is just like a highway or road. One might say that a 
certain road can carry up to 500 vehicles per minute, but placing that many cars 
on the road would make for a very congested road. The more congested the road, 
the less useful it is, and the slower the traffic goes. Same with a network. If you 
share a 10 Mbps wireless connection that's fully utilized, what you'll end up with 
is a very slow connection -- it's literally bogged down with data packets.  

To ensure that a computer has the fastest connection, locate it as close to the access point 
as possible.  

• Protocols: Data packet transmission is governed by protocols, which are nothing 
more than rules that dictate how data travels on a network, how it's structured, 
who can accept what data, and how data receipt is acknowledged.  

• TCP/IP (Transmission Control Protocol/Internet Protocol): The most common 
protocol for transmitting and receiving data. TCP/IP works by breaking data into 
hundreds or thousands of individual packets and sending them across the network. 
Although breaking up your information into lots of different packets, sending 
them across the network and putting them back together at the destination might 
seem like a big waste of time and energy, its actually incredibly fast and efficient.  

• LAN (local area network): One of the two types of networks. LANs are small 
networks that cover a small area; in other words, your wireless home network.  

• WAN (wide area network): A network that connects two or more LANs with the 
public Internet or some remote network. We don't cover WANs at all in this 
course, but in the last lesson, we cover connecting to your company's LAN from 
your home network using a VPN.  

• VPN (virtual private network): An encrypted tunnel through which you can send 
e-mail, files, and other data. VPNs are very useful because they allow different 
organizations separated by great distances to be part of one big WAN using the 
public Internet. Because all traffic in a VPN is encrypted, only those users who 
have the decryption key can read the traffic. That way, VPN users can take 
advantage of connectivity using the Internet and feel secure that only those users 
who should see network data are seeing it.  



 


